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1. Introduction

For maintenance of IOCs and network switches it is useful to have:

· Remote power reboot service, i.e. the ability to cycle 120 VAC power to the IOC or network switch via a remote workstation.

· Terminal service, i.e. the ability to connect to the IOC or network switch console port from a remote workstation.

The "Rabbit" device performs both of these functions.  


Credit goes to John Sinclair, Hollifield Radioactive Ion Beam Facility (HRIBF), ORNL for originating the idea and implementing the required software.


Both reboot and terminal service are started by first "telnet"ing to the Rabbit.  The Rabbit then provides conventional terminal service to the IOC or switch.  To implement remote reboot service, the Rabbit monitors the telnet communications for designated control sequences.  When the designated control sequence is detected, the Rabbit actuates a relay to cycle the IOC's or switch's power.

2. Hardware Platform

A Rabbit 2000 TCPIP development system board is used.  Features include:

· Rabbit Semiconductor model 2000 processor

· 10BASE-T Ethernet interface

· 4 digital inputs (0 - 5 VDC; none presently used)

· 4 digital outputs (open collector, sinking, 200 mA @ 40 VDC max.)

· RS-232 port

· RS-485 (not used)]

Appendix A shows the assembly drawings for a Rabbit device.  Once assembled, the only user connections required are:

· Plug IOC power cord into outlet box on Rabbit device.

· Plug Rabbit device power cable into 120 VAC source power receptacle.

· Connect RS-232 cable to the IOC or network switch console port.

3. Software 

3.1 Programming Environment

The Rabbit's software was developed in the ZWorld Inc. Dynamic C programming environment.  Dynamic C is only available for Microsoft Windows.

Prior to using a Rabbit, users must configure the Rabbit software to reflect site-specific IP addresses and then download the software to the Rabbit.

There are two ways to load a Rabbit with the telnet/reboot program: 

1. Via the Dynamic C compile-and-load function.  To use this option you must have the required version of Dynamic C.  The download must be performed using the special program cable (i.e. must be done local to the Rabbit).  

2. Via the “Rabbit Field Utility” tool provided with Dynamic C.  This tool lets the user download a pre-configured “.bin” file to the Rabbit.  This method has the advantage that you DON’T have to have any particular version of Dynamic C.  The download must be performed using the special program cable (i.e. must be done local to the Rabbit). 

Most users should use option 2.  Details on how to perform both options follow.

At the time this was written, the Rabbit rebooter-and-terminal-server software was developed under Dynamic C version 7.06P.  (The “P” denotes “Premier Edition”).  The development kits were supplied with version 7.05SE (where “SE” denotes “Special edition).  The developer reports that he incurred problems under version 7.05 that went away when he upgraded to version 7.06.  So “long story short”, option 1 isn’t really an option unless you buy version 7.06P.  Fortunately option 2 works just fine.

3.2  Getting Started

a) Install Dynamic C using the ZWorld Dynamic C installation CD.  (Note that most users will only be using the “Rabbit Field Utility” that gets installed when Dynamic C is installed.  Therefore any recent version of Dynamic C will work).

b) One must be able to execute Perl scripts in order to configure the Rabbit software.  If your PC doesn’t have this capability, you must install some Perl programming tools.  One source of these tools is: http://www.activestate.com/Products/ActivePerl/.  Follow the instructions on this web page to download and install Perl.

c) Copy the SNS Rabbit program files to directory c:\rbtUtil on your PC.  [For the short term these files can be downloaded from:

http://www.sns.gov/projectinfo/ics/192/1921/1921.html  ]

3.2  Option 1 – Configuring and Loading via Dynamic C
This option is treated very superficially here since most users won’t be able to use it.  


Dynamic C comes with a large library of TCP/IP functions.  The following routines 

DCRABBIT_706P/Lib/TCPIP/vserial.lib

DCRABBIT_706P/Samples/TCPIP/telnet/vserial.c

were combined and modified to provide a combination of telnet and remote reboot capabilities.  The resulting program file is named tslm.c .  [Until we figure out how to put this program under configuration control,it can be downloaded from:

http://www.sns.gov/projectinfo/ics/192/1921/1921.html  ]


tslm.c must be edited to configure the program for site-specific IP addresses.  It can then be downloaded using the Dynamic C compile-and-run option.

3.3  Option 2 – Configuring and Loading via Rabbit Field Utility

a) Equipment required:

· Rabbit device

· Programming cable (ribbon cable supplied with Rabbit development kit).

· "Wintel" personal computer with Dynamic C and Perl installed per earlier section. 

b) Connect the programming cable between a COM port on the PC and the programming port on the Rabbit.  Connect cable on Rabbit so the red wire is on the "down" side of the board (i.e. with board oriented so that terminal strip is on bottom, cable runs to the right after plugged into the port).  Also, be sure to use the "PROG." cable connector, not the "DIAG." one.  Note that if you aren't using the PC's COM1 port (the default) then you will need to configure the Rabbit Field Utility to reflect the proper COM port. 

c) If you need to know the MAC address of the Rabbit board for network administration purposes:

- Make sure the MAC address isn’t already written on a tag on the Rabbit.  We plan to normally tag the Rabbits with their MAC address.  If you can’t find it, then:

- Start up the Dynamic C programming environment.

- Open file \DCRABBIT_705TSE\Samples\tcpip\ DISPLAY_MAC.C

- RUN this file.  (It will be compiled and downloaded to the Rabbit, and then the MAC address will be displayed).

d) The Rabbit telnet/reboot software must next be configured for your site’s IP address space.  Rather than edit and recompile the actual terminal server program, the following method should be used.  (This prevents you from having to have a particular version of Dynamic C).


In the Dynamic C programming environment, a program can be compiled to a “.bin” file.  The “.bin” file can then be downloaded to the Rabbit using the Rabbit Field Utility.  Perl scripts are used to replace dummy IP addresses in the “.bin” file with the actual required IP addresses.


Use of the perl scripts is covered in the following steps.

e)  The original telnet/reboot program file (tslm.c) has already been compiled into a file named generic.bin (included in the SNS program files downloaded earlier).  generic.bin contains the following dummy IP parameters which must be replaced with site-specific IP addresses:

   IP Addr = 111.222.333.444

  Net Mask = 255.255.255.000

   Gateway = 111.222.333.001

f)  Create a site template with network mask and gateway IP addresses specific to your network.   By way of example:

Suppose your mask is 255.255.255.192 and your gateway is 192.168.18.1.

Run command.com and from the command line execute the following commands to create a site template file:

makeTslm.pl generic.bin tmp1 255.255.255.000 255.255.255.192

makeTslm.pl tmp1 site.bin 111.222.333.001 192.168.018.001

del tmp1

Note that you must use all 3 digits to represent each byte, e.g. use “001”, not “1”.

g) The IP address for the specific board can now be configured using the site.bin file created in the previous step.  Again by way of example:


To deploy a rabbit board with IP address 192.168.18.10, do this:

makeTslm.pl site.bin rabbit10.bin 111.222.333.444 192.168.18.010


In this example, rabbit10.bin is the resulting “.bin” file to be downloaded to the rabbit. 

h)  Use the Rabbit field utility to download the final “.bin” file (e.g. rabbit10.bin in the example above).

i) To start up the program in the Rabbit, disconnect the programming cable from the Rabbit and cycle the power to the Rabbit.

j)  You should now be able to telnet to the Rabbit.

4. Operation

4.1 Control Sequences


Telnet to the Rabbit in the conventional fashion.  The Rabbit will then monitor the telnet communications for preset control sequences.  The control sequences and resulting actions are listed in table 4.1.1.

Table 4.1.1 – Rabbit Control Sequences

	Control Sequence:
	Resulting Action:

	^X<password>
	Send “^X” (e.g. to initiate soft reboot of IOC)

	^A1< password >
	Power off*. (Rabbit energizes relay; relay  disconnects power to outlet box).

	^B1< password >
	Power on*.  (Rabbit de-energizes relay; relay reconnects power to outlet box).

	^Z< password >
	Begin rabbit interface command mode to allow users to change parameters.  See more in following section.

	^P< password >
	Pause watchdog

	^R< password >
	Resume watchdog


*The “1” signifies “digital output channel 1”.  The other outputs (2, 3, and 4) can be actuated using the same control sequence with the appropriate channel number, but the standard Rabbit device does not use those channels for anything.


[At some point some scripts need to be written to make this interface friendlier for operators.]

4.2 Changing Rabbit Parameters

Table 4.2.1 – Changeable Rabbit Parameters

	Parameter Name
	Description

	Rabbit name
	Information line displayed when telnet session is started.

Default is simply “Rabbit”.

	line1
	Information line displayed when telnet session is started.

Default is simply “Line 1”.

	line2
	Information line displayed when telnet session is started.

Default is simply “Line 2”.

	line3
	Information line displayed when telnet session is started.

Default is simply “Line 3”.

	line4
	Information line displayed when telnet session is started.

Default is simply “Line 4”.

	line5
	Information line displayed when telnet session is started.

Default is simply “Line 5”.

	Session Password
	A toggle that dictates whether opening the telnet session with the Rabbit requires a password.

If session password = 1 (i.e. “yes”) then the user will receive the prompt “?” at which the password must be typed before the session will start.

If session password = 0 (i.e. “no”) then no password is required to start the telnet session.  (Control functions remain password protected).

The default setting is “0” (i.e. “No”).

	Password
	Password used to protect reboot and parameter changes.

Default is “password”.

	Watchdog
	The length of time (in seconds) that lack of activity will be tolerated for an open telnet session.  The Rabbit will terminate the session after the specified period elapses when there is no activity.  The default value is 900 seconds.



When the Rabbit program is downloaded, the code looks for the following signature in the flash memory user block:


TSL Monitor flash signature#### (where #### = 4 digit number)

If this is not found (which should be the case for unprogrammed user flash), the default values are written to flash.


Parameters may be changed as follows:

1. Type: ^Z<current password>

2. The Rabbit board then responds with

> 

at which you may then enter commands in the form

parameter=value

parameter=value


.


.


.

The command

help

gives a list of all commands.

3. To update the flash you enter

write

4. Finally, enter

reset

or break and reestablish the telnet session to use the new parameter values.

4.4 Rabbit Control Utility - rabbitCtl.pl


[I haven’t tried this out yet...]


This utility allows you to set Rabbit flash parameters from a perl-aware command shell. Its primary use is to change passwords for a large group of boards.

Examples:

./rabbitCtl.pl 192.168.18.62 curpassword pw=newpassword

./rabbitCtl.pl 192.168.18.62 curpassword rabbit=Rabbit1 'line1=   Location: ?'

Up to seven commands may be given.

Suppose you have 5 boards, 192.168.18.61-65. You could create

a shell script, say changePw, as shown below:

  ./rabbitCtl.pl 192.168.18.61 $1 pw=$2

  ./rabbitCtl.pl 192.168.18.62 $1 pw=$2

  ./rabbitCtl.pl 192.168.18.63 $1 pw=$2

  ./rabbitCtl.pl 192.168.18.64 $1 pw=$2

  ./rabbitCtl.pl 192.168.18.65 $1 pw=$2

Passwords for all boards could be changed with the command

  ./changePw <current password> <new password>
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