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Summary

The committee was impressed with the amount and quality of work that was produced in a relatively short amount of time.  There is obviously a first rate team working on the machine protection systems.  

The committee recommends that title II design can start immediately.  There are several findings and recommendations that, when resolved, should make the process go more smoothly and result in a more robust MPS system.

The MPS, by definition, has interfaces to multiple disparate systems.  Therefore, in lieu of referencing ‘individuals with responsibility for systems interfaced to the MPS’, we will refer to them collectively as ‘system owners.’

General Recommendations

The MPS as designed has one continuous permit loop through all accelerator segments.  This may hamper the ability to perform maintenance on an unused section of the machine, e.g. changing a board in an unused section of the accelerator would take down the entire MPS chain.

· Subdivide the MPS loops or otherwise provide for bypassing of machine areas that are not in use for a given machine mode.  

· We now have separate loops for the different machine areas.  There is one loop per beam dump, six total.

· Change the name of the “Beam Permit” function to anything but.  “ Beam Permit” is a state of the PPS and having two different functions named the same thing will lead to confusion.

· This has been changed to Fast Protect Latched.

· The LEBT chopper aperture is a fail-unsafe device.  Consideration should be given to selecting another more suitable fail-safe device.  A reevaluation of the system timing requirements may lead to another, slower device being able to fit the bill.

· We discussed this matter with Rod Keller.  Although we will still send a signal to the LEBT chopper to inhibit beam, the RF Drive to the RFQ will be the shutdown mechanism for the Fast Protect System.  We will not take credit for the LEBT chopper shutting off the beam.

Interfaces

The interface between MPS cards is well defined. Less well defined are the functional requirements for each machine protection function and the interface between the system owner’s equipment and the MPS.  For example, who is responsible for intersystem cabling and connections or who is responsible for definition of the machine protection function?

The loop between the MPS designer and the system owners of systems interfaced to the MPS needs to be closed.  There are undocumented assumptions as to the nature and responsibility for MPS interfaces on both sides.  These assumptions need to be captured, documented and agreed upon by the MPS and system owners.   

Good information exists as to the requirements for MPS interfaces.  There should be a conduit to get this information in the hands of the system owners.

Recommendations:

· SNS management should assign SNS liaisons between WBS 1.9.2.3 and the system owners to facilitate two-way communication as to the functional requirements of machine protection interfaces.  These persons would be responsible for communicating the MPS requirements to the system owner and communicating the system requirements to the MPS designer.  Each liaison would also have the responsibility of representing the MPS interests in future system and subsystem design reviews within their given area of expertise.

· The interface requirements document should be extended to include both functional requirements of the machine protection function, as well as specific interface information.

· The interface requirements document should be distributed to each system owner with a system that interfaces to the MPS.

· Each class of MPS interface, e.g. magnet, RF, beam loss monitor…etc, should have a one page interface document that defines the MPS interface and it’s requirements.  This should include both a block diagram from the fault detection to the MPS signal path as well as listing important parameters such as timing, machine mode requirements, …etc.

· A handshaking protocol for the run permit system should be developed and standardized upon for use by both the MPS and system owners.  

· By handshaking, I assume a software handshake is being referred to.  The hardware interface is defined in the IRD.

Systems that were identified as needing further definition:

Beam accounting was touched upon briefly.  The committee feels that the scope of a beam accounting system may be larger than anticipated.  The MPS requirements of a beam accounting system should be defined and then compared to the planned hardware capabilities.

Operational Concerns

Bypass methods 

There were several hardware methods proposed as a means of bypassing an MPS input.  

I can foresee two levels of equipment to bypass.

1. General equipment that will have a relatively high rate of fault generation or failure and needs to be bypassed frequently includes loss monitors, corrector power supplies, etc. These types of devices have little impact on beam operations and are used for tuning purposes.  Each board is installed with jumpers for this type of equipment. 

2. Equipment that will impact the beam, valves, dipole power supplies, etc. will require administrative procedures for bypassing and will require a key or PLC bypass.  MPS equipment containing these devices are in configuration controlled chassis.

 Keys

Requires access to locked cabinet for a key bypass.

PLC 

Echo’s key bypass at the MPS equipment.

Jumper

Installed before installation by technician.

· SNS management, including the operations staff, should decide on a methodology and administrative procedures for the use and implementation of these bypass devices.  As a rule the less human intervention in the bypass process, the less likely it would be to make a mistake. These methods need to be defined then mated with a specific class of device and folded into the device MPS requirements for that device.  

· Failure mode and effects analysis, like that performed for the beam dumps, should be performed for all high cost items.  This will aid in assigning the appropriate level of MPS protection to be provided.  

The beam dumps have not had an FMEA analysis done yet.  There was a simple fault tree analysis but it has not been completed.

· At least one member of the committee expressed the need for a reviewable form of MPS logic definition.  The MPS serves several diverse customers.  An easily reviewable method of documenting MPS logic would aid in review of the MPS functions. 

· A graphical form directly from the Altera design tool is included.

· A timing analysis should be performed on all MPS chains, from the sensor to the beam shut off, including any stored beam.

· Done.  Cable length and some propagation delays are estimated.  Actual hardware delays will be measured on prototype.

· MPS should be addressed in all subsystem design reviews where a MPS interface is part of the system design. This should be a requirement from SNS management.  The SNS MPS liaison is the likely candidate for representing the interests of the MPS system at these reviews.

· It was not clear who owned the digital meter (shunt) relays.  Ownership should be assigned.  The problem of energy dependent set points for the digital meter relays also should be addressed.

· MPS personnel will take ownership of the equipment after installation.  Meter relays will likely be PLC inputs.

· Some of the fault tolerant methods discussed, such as m out of n (moon), are accepted practice for high reliability systems. However, when using such methods the designer should incorporate range checks to ensure that the fault signal is not effectively bypassed by having large values of n.

Software:

The MPS design is highly software dependent.  Not only are the inputs maskable through the EPICS control system, memory maps are maintained on the circuit cards that have the capability to mask certain inputs on a pulse to pulse basis.  

· As with any dynamically configurable system, there is the potential for unauthorized changes to the operating parameters that could lead to degradation of the protection function.  This may include unauthorized access to the equipment, virus attacks, network overloads, system crashes, erroneous downloads, etc.

· The run permit system verifies the configuration parameters against values allowed in the database at 60 (120) Hz on each IOC.  The “master” RPS program collects and displays this information at 1 Hz.

· Special attention should be given to evaluation of software failure modes during title II reviews.  In addition, standard precautions like network firewall protection, virus scanning software, channel access security, and configuration control should be considered.

· Detailed network security design will start in December 2000.  EPICS access security and configuration control will be used. Configuration control over the database files will be used.  Procedures such as calculating checksums on down loaded tables will be used.

· The committee recommends that the MPS designer come up to speed on high reliability programming methods. 

· We will hold internal software reviews for each part of the system, database, device drivers, and SNL programs.

Administrative Considerations

· In the opinion of the committee, manpower estimates to complete the MPS appeared low and should be increased by at least 1 FTE.  The additional manpower should reflect time for administrative costs, documentation, test, and systems integration.

· SNS management should provide the MPS designer with a plan for the required sequence of MPS subsystem installation, e.g. a mile stone chart.

· Cost estimates did not include cabling and interfaces between the MPS cards and the system owner’s equipment.

· In all previous documents, the cabling from a subsystem to the MPS input is the responsibility of each subsystem.  This will be reinforced in the block diagrams of each subsystem.

· Cost estimates did not include all of the planned digital meter relays.

· See new cost estimates.

Additional comments

· The functionality of the MPS cards is highly dependent on the event trigger system and the ‘machine modes’ associated with each type of event.  The machine modes need to be clearly defined and reviewed separately from the MPS.

· Machine modes are defined.  Most events and RTDL data is defined.  The Events and RTDL data will evolve during commissioning.

· The machine modes listed in the review material actually consist of a set of machine configurations and a sub set of beam operating parameters (called beam modes at JLab).  The machine configuration changes infrequently and typically must happen when the beam is OFF.  Beam operating parameters may change on a pulse to pulse basis, or with the normal operation of insertion devices, such as diagnostics.  The JLab Free Electron Laser MPS system separates machine modes and beam modes in order to simplify the requirements for each.  Consideration should be given to doing the same at SNS.

· The machine configuration is used to mask inputs not required for the beam line in use.  This changes infrequently as stated with the beam off.  The beam operating parameters are used to set beam pulse widths, rep rates, and peak currents.  Protection device inputs monitoring the duty factor of the beam can be masked as required for the beam operating parameters.



pp. 1




